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Data Privacy 26.13[6][A]

26.13[6] Collection of Information from California
Residents

26.13[61[A] Overview
California has enacted a number of laws governing the

®In re Petco Animal Supplies, Inc., File No. 032 3221 (consent order
entered Nov. 8, 2004); see supra § 26.13[5]; infra § 27.06.

8See Federal Trade Commission, “FTC Staff Report: Self-Regulatory
Principles for Online Behavioral Advertising” 21-22 (Feb. 2009), http:/
www.ftc.gov/0s/2009/02/P085400behavadreport.pdf.

"See supra §§ 26.01, 26.03.

8See FTC Report, Protecting Consumer Privacy in an Era of Rapid
Change: Recommendations for Businesses and Policymakers (March 26,
2012), available at http:/ftc.gov/0s/2012/03/120326privacyreport.pdf; see
generally supra § 26.13[4].

9See infra § 28.06.
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26.13[6]1[A] E-CoMMERCE AND INTERNET LAaW

collection of personal information from California residents,
which businesses that operate on a nation-wide basis must
comply with."

First, California’s Online Privacy Protection Act of 2003,?
which took effect on July 1, 2004, requires operators of com-
mercial websites and online services that collect PII about
California residents over the Internet or online to conspicu-
ously post a privacy policy that includes specific information
mandated by the statute.® As amended effective January 1,
2014, the law also now requires disclosures by websites and
online services about how users are tracked online and how
the site or service responds to “do not track” settings in web
browsers.* This law also has been specifically enforced
against mobile app providers. The requirements for compli-
ance with Cal-OPPA, as the law is referred to colloquially,
are set forth in section 26.13[6][B].

Second, California Civil Code section 1798.81.5, which
took effect on Jan. 1, 2005, requires most businesses that
own or license personal information about California
residents to implement and maintain reasonable security
procedures to protect personal information from unautho-
rized access, destruction, use, modification or disclosure, and
to contractually bind third parties who obtain this informa-
tion to maintain reasonable security procedures. As discussed
at greater length in section 27.04, similar provisions have
since been adopted in a number of other states. This provi-
sion is addressed in section 26.13[6][C].

Third, California Civil Code sections 1798.83 and 1798.84,
which took effect on Jan. 1, 2005, require businesses that
disclose personal information to third parties for direct
marketing purposes to make certain disclosures to consum-
ers and, upon request, provide them with details about the

[Section 26.13[6][A]]

'In addition to statutes, California residents have a unique
Constitutional right to privacy that affords a cause of action against even
private companies. See supra § 26.07.

%Cal. Bus. & Prof. Code §§ 22575 et seq.

®As discussed below in section 26.13[8], Texas also requires that a
privacy policy be posted, but only when a business collects Social Security
numbers.

“See Cal. Bus. & Prof. Code §§ 22575(5), 22575(6), 22575(7).
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specific information disclosed about them.® These laws are
analyzed in section 26.13[6][D].

Fourth, the Song-Beverly Credit Card Act® restricts the
use by merchants of personal information in connection with
credit card transactions, including the collection of a person’s
zip code. This law is addressed in section 26.13[6][E].

Fifth, California Business & Professions Code § 22580,
which takes effect on January 1, 2015, will prohibit the
operator of a website, online service, online application or
mobile app from marketing or advertising specified types of
products or services to a minor and will require the operator
to remove, or to request and obtain removal of, content or in-
formation posted by a minor, unless: (1) it was posted by a
third party; (2) state or federal law require the operator to
maintain it or (3) the operator anonymizes the content or
information. Section 22580 will also require the operator to
provide notice to a minor that the minor may remove content
or information pursuant to this law. Section 22580, which
has been referred to as the “Online Eraser” bill for minors, is
set forth in section 26.13[6][F].

26.13[61[B] The Obligation to Conspicuously Post
a Website or Mobile App Privacy
Policy and Disclose Web Tracking
Practices (California’s Online Privacy
Protection Act of 2003)

Operators' of commercial websites and online services that
collect “personally identifiable information”? over the

®California and many other states also have enacted security breach
notification and data destruction statutes that are analyzed in sections
4.07 and 4.09.

8Cal. Civ. Code §§ 1747 et seq.
[Section 26.13[6]1[B]1]

1
The term operator means:

Any person or entity that owns a website located on the Internet or an online
service that collects and maintains personally identifiable information from a
consumer residing in California who uses or visits the website or online service
if the website or online service is operated for commercial purposes. It does not
include any third party that operates, hosts, or manages, but does not own, a
website or online service in the owner’s behalf or by processing information on
behalf of the owner.

Cal. Bus. & Prof. Code § 22577(c).

®The term personally identifiable information means individually
identifiable information about an individual consumer collected online by
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26.13[6][B] E-CoMMERCE AND INTERNET LAaW

Internet about individual consumers® residing in California
who use or visit the site or service must conspicuously post*

the operator from that individual and maintained by the operator in an
accessible form, including the following:

(1) A first and last name.

(2) A home or other physical address, including street name and
name of a city or town.

(3) An email address.

(4) A telephone number.

(5) A Social Security number.

(6) Any other identifier that permits the physical or online contact-
ing of a specific individual.

(7) Information concerning a user that the website or online service
collects online from the user and maintains in personally identifi-
able form in combination with an identifier described in this
subdivision.

Cal. Bus. & Prof. Code § 22577(a).

A consumer is defined as “any individual who seeks or acquires, by
purchase or lease, any goods, services, money, or credit for personal, fam-
ily, or household purposes.” Cal. Bus. & Prof. Code § 22577(d).

“The term conspicuously post with respect to a privacy policy shall
include posting the privacy policy through any of the following:

(1) A Web page on which the actual privacy policy is posted if the
Web page is the homepage or first significant page after entering
the website.

(2) An icon that hyperlinks to a Web page on which the actual
privacy policy is posted, if the icon is located on the homepage or
the first significant page after entering the website, and if the
icon contains the word “privacy.” The icon shall also use a color
that contrasts with the background color of the Web page or is
otherwise distinguishable.

(3) A text link that hyperlinks to a Web page on which the actual
privacy policy is posted, if the text link is located on the homep-
age or first significant page after entering the website, and if the
text link does one of the following:

(A) Includes the word “privacy.”

(B) Is written in capital letters equal to or greater in size than
the surrounding text.

(C) Is written in larger type than the surrounding text, or in
contrasting type, font, or color to the surrounding text of the
same size, or set off from the surrounding text of the same
size by symbols or other marks that call attention to the
language.

(4) Any other functional hyperlink that is so displayed that a rea-
sonable person would notice it.

(5) In the case of an online service, any other reasonably accessible
means of making the privacy policy available for consumers of
the online service.

Cal. Bus. & Prof. Code § 22577(b).
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a privacy policy on their websites® (or in the case of service
providers, by any other reasonably accessible means of mak-
ing the policy available for consumers of their service).® The
policy must:

e Identify the categories of personally identifiable infor-
mation that the operator collects through the website
or online service about individual consumers who use
or visit its site or service and the categories of third-
party persons or entities with whom the operator may
share that personally identifiable information;

e Describe the process by which an individual consumer
may review and request changes to any personally
identifiable information collected, if the operator
provides such an option to consumers;’

e Describe the process by which the operator will notify
consumers who use or visit its site or service of mate-
rial changes to the policy;

e Identify its effective date;

e Disclose how the operator responds to web browser “do
not track” signals or other mechanisms that provide
consumers the ability to exercise choice regarding the
collection of personally identifiable information about
an individual consumer’s online activities over time
and across third-party websites or online services, if
the operator engages in that collection;® and

e Disclose whether other parties may collect personally
identifiable information about an individual consumer’s
online activities over time and across different websites
when a consumer uses the operator’s website or
service.’

Liability under California’s Online Privacy Protection Act

5Cal. Bus. & Prof. Code § 22575(a).

Cal. Bus. & Prof. Code § 22577(b)(5). Section 22575(a) erroneously
identifies the relevant section as 22578(b)(5), which does not exist.

"Effective July 1, 2004, site owners were required to do so under
certain circumstances. See infra § 26.13[6].

8Cal. Bus. & Prof. Code § 22575(b)(5). The requirement for disclosing
how an operator responds to “do not track” signals may be satisfied “by
providing a clear and conspicuous hyperlink in the operator’s privacy
policy to an online location containing a description, including the effects,

of any program or protocol the operator follows that offers the consumer
that choice.” Id. § 22575(b)(7).

9Cal. Bus. & Prof. Code § 22575(b).
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may be imposed if the operator “knowingly and willfully” or
“negligently and materially” fails to comply with these statu-
tory requirements or with the terms of its posted policy.” An
operator will be deemed to be in violation of this law if it
fails to post a policy in compliance with the law within thirty
days of being notified of noncompliance."

Starting in 2012, the California Attorney General’s office
began notifying mobile app providers that were not in
compliance of their obligation to comply with “Cal-OPPA.” In
2013, the Attorney General’s Office released a booklet of
guidelines for mobile compliance, entitled Privacy on the Go,
which is reprinted in the Appendix to this chapter. In May
2014, the Attorney General issued additional guidelines for
online a mobile privacy statements in light of the 2013
amendments to Cal-OPPA that address online tracking,
entitled Making Your Privacy Practices Public. A copy of this
document is also included in the Appendix to this chapter.

Businesses that do not collect personally identifiable infor-
mation online, or which do not collect such information from
California residents, need not comply. As a practical matter,
however, all other businesses that collect personally identifi-
able information online should comply with the statute since
there is likely no way that a business could reliably exclude
California residents."

Although most large consumer-oriented websites already
posted privacy policies, there generally was no obligation to
do so (outside of the financial services and health care
industries or sites or services directed at children) prior to
the adoption of this law.

Most established businesses that already have privacy
policies posted on their sites likely were already in compli-
ance with most of the provisions of the law. Many sites,
however, did not otherwise identify an “effective date.” Some

°Cal. Bus. & Prof. Code § 22576.
"Cal. Bus. & Prof. Code § 22575(a).

For a discussion of geofilters and other efforts to restrict access to
websites to residents of particular jurisdictions, see infra § 36.06. So long
as it does not act negligently and materially to violate the law, a website
owner or service provider that takes reasonable efforts to not collect
personally identifiable information (as defined in the statute) from Califor-
nia residents may avoid liability. Although notice is required prior to li-
ability being imposed, as a practical matter it could be embarrassing and
harmful to the reputation of a business cited for non-compliance.
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businesses that could not determine the actual date their
current policies took effect opted to list an effective date of
“July 1, 2004,” which was the day the statute took effect.™

26.13[6][C] The Obligation to Implement and
Maintain Reasonable Security
Procedures
California Civil Code section 1798.81.5 mandates that a

business that owns or licenses' personal information® about

a California resident shall implement and maintain reason-

able security procedures and practices appropriate to the

nature of the information, to protect the personal informa-

tion from unauthorized access, destruction, use, modification

or disclosure.®

The statute also provide that a business that discloses
personal information about a California resident pursuant to
a contract with a nonaffiliated third party shall require by
contract that the third party implement and maintain rea-
sonable security procedures and practices appropriate to the
nature of the information, to protect the personal informa-
tion from unauthorized access, destruction, use, modification
or disclosure.

Claims under section 1798.81.5 have been asserted against
companies following security breaches, where plaintiffs have

®As a general rule, businesses should keep track of the dates when
different versions of their privacy policies were in effect in order to be able
to enforce them effectively or defend themselves in litigation or regulatory
disputes.

[Section 26.13[6]1[C]]

'"The phrase owns or licenses “is intended to include, but is not
limited to, personal information that a business retains as part of the
business’ internal customer account or for the purpose of using that infor-
mation in transactions with the person to whom the information relates.”
California Civil Code § 1798.81.5(a).

2Personal information for purposes of this statute means an individ-
ual’s first name or first initial and his or her last name in combination
with any one or more of the following data elements, when either the
name or the date elements are not encrypted or redacted:

e Social Security number
e Driver’s license number or California identification card number

e Account number, credit or debit card number, in combination with
any required security code, access code, or password that would
permit access to an individual’s financial account

e Medical information
%Cal. Bus. & Prof. Code § 1798.81.5(h).
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26.13[6][C] E-CoMMERCE AND INTERNET LAaW

argued that the defendant breached its statutory duty to
maintain reasonable security.*

As discussed in section 27.04[6], other states have since
enacted similar statutes.

26.13[61[D] The Obligation to Disclose or Provide
An Opt Out Right from Personal
Information Transfers to Third
Parties for Direct Marketing Purposes
(the “Shine the Light” Law)

California Civil Code section 1798.83, sometimes referred
to as the “Shine the Light” law, “does not make sharing
consumer marketing information with third parties unlawful.
Rather, it was designed to ‘shine the light’ on information-
sharing practices by requiring businesses to establish
procedures by which the consumer can obtain information
about such practices.”” Section 1798.83 provides that if a
business with twenty or more full- or part-time employees®
has an established business relationship® with a customer*
and has within the immediately preceding calendar year

See, e.g., In re Adobe Systems, Inc. Privacy Litig., __ F. Supp. 2d _,
2014 WL 4379916 (N.D. Cal. 2014) (holding that plaintiffs had standing to
assert claims under Cal. Civil Code § 1798.81.5 and for declaratory relief
for allegedly failing to maintain reasonable security and for unfair compe-
tition under California law for failing to warn about allegedly inadequate
security in a case involving a security breach exposing the user names,
passwords, credit and debit card numbers, expiration dates, and email ad-
dresses for 38 million customers); see generally infra § 27.07 (analyzing
claims raised in security breach litigation).

[Section 26.13[6]1[D]]

"Boorstein v. Men’s Journal LLC, No. CV 12-771 DSF (Ex), 2012 WL
2152815, at *1 (C.D. Cal. June 14, 2012).

%See Cal. Civil Code § 1798.83(c)(1).

%The term established business relationship is defined to mean

a relationship formed by a voluntary, two-way communication between a busi-
ness and a customer, with or without an exchange of consideration, for the
purpose of purchasing, renting, or leasing real or personal property, or any
interest therein, or obtaining a product or service from the business, if the rela-
tionship is ongoing and has not been expressly terminated by the business or
the customer, or if the relationship is not ongoing, but is solely established by
the purchase, rental, or lease of real or personal property from a business, or
the purchase of a product or service, no more than eighteen months have
elapsed from the date of the purchase, rental, or lease.

Cal. Civil Code § 1798.83(e)(5).

*a customer is defined as “an individual who is a resident of Califor-
nia who provides personal information to a business during the creation
of, or throughout the duration of, an established business relationship if
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disclosed® specified categories® of personal information (or
certain information derived from this information)’ to third

the business relationship is primarily for personal, family, or household
purposes.” California Civil Code § 1798.83(e)(1).

®A disclosure “means to disclose, release, transfer, disseminate, or
otherwise communicate orally, in writing, or by electronic or any other
means to any third party.” California Civil Code § 1798.83(e)(3).

®The categories of personal information required to be disclosed pur-

suant to paragraph (1) of subdivision (a) are all of the following:

e Name and address
Electronic mail address
Age or date of birth
Names of children
Electronic mail or other addresses of children
Number of children
The age or gender of children
Height
Weight
Race
Religion
Occupation
Telephone number
Education
Political party affiliation
Medical condition
Drugs, therapies, or medical products or equipment used
The kind of product the customer purchased, leased, or rented
Real property purchased, leased, or rented
The kind of service provided
Social Security number
Bank account number
Credit card number
Debit card number
Bank or investment account, debit card, or credit card balance
Payment history
Information pertaining to the customer’s creditworthiness, assets,
income, or liabilities
California Civil Code § 1798.83(e)(6)(A).

"If a list, description, or grouping of customer names or addresses is
derived using any of the categories listed in the preceding footnote, and is
disclosed to a third party for direct marketing purposes in a manner that
permits the third party to identify, determine, or extrapolate any other
personal information from which the list was derived, and that personal
information when it was disclosed identified, described, or was associated
with an individual, the categories set forth in this subdivision that cor-
respond to the personal information used to derive the list, description, or
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26.13[6]1[D] E-CoMMERCE AND INTERNET LAaW

parties,® and if the business knows or reasonably should
know that the third parties used the personal information
for their own direct marketing purposes,® the business shall,
upon request’ once per calendar year," provide the customer

grouping shall be considered personal information for purposes of the stat-
ute. See California Civil Code § 1798.83(e)(6)(B).

8Third party or third parties mean one or more of the following:

e A business that is a separate legal entity from the business that
has an established business relationship with a customer;

e A business that has access to a database that is shared among
businesses, if the business is authorized to use the database for
direct marketing purposes, unless the use of the database is
exempt from being considered a disclosure for direct marketing
purposes pursuant to section 1798.83(d);

e A business not affiliated by a common ownership or common
corporate control with the business required to comply with sec-
tion 1798.83(a).

California Civil Code § 1798(e)(8).

®Direct marketing purposes means “the use of personal information
to solicit or induce a purchase, rental, lease, or exchange of products,
goods, property, or services directly to individuals by means of the mail,
telephone, or electronic mail for their personal, family, or household
purposes.” California Civil Code § 1798.83(e)(2). The sale, rental,
exchange, or lease of personal information for consideration to businesses
is a direct marketing purpose of the business that sells, rents, exchanges
or obtains consideration for the personal information. California Civil
Code § 1798.83(e)(2). Direct marketing purposes does not include the use
of personal information

e by bona fide tax exempt charitable or religious organizations to
solicit charitable contributions,

e to raise funds from and communicate with individuals regarding
politics and government,

e by a third party when the third party receives personal informa-
tion solely as a consequence of having obtained for consideration
permanent ownership of accounts that might contain personal in-
formation, or

e by a third party when the third party receives personal informa-
tion solely as a consequence of a single transaction where, as a
part of the transaction, personal information had to be disclosed in
order to effectuate the transaction.

California Civil Code § 1798.83(e)(2).

1()Reques‘cs must be in writing or email. A business subject to the law
must designate the addresses to which requests should be sent. If a busi-
ness chooses to do so, it may also allow customers to make requests by
toll-free telephone or facsimile numbers. See California Civil Code
§ 1798.83(b)(1). Businesses subject to the law must (a) notify all agents
and managers who directly supervise employees who regularly have
contact with customers of the designated addresses or means to obtain
those addresses or numbers and instruct those employees that customers
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free of charge (in writing or by email) within thirty (30)"
days:

e a list of the categories disclosed for third party direct
marketing purposes during the immediately preceding
calendar year; and

e the names and addresses of all of the third parties
that received such information and, if the nature of
the third parties’ business cannot reasonably be
determined from their names, examples of the products
or services marketed, if known to the business, suf-
ficient to give the customer a reasonable indication of
the nature of the third parties’ business.™

The obligations under this statute may be avoided if a
business otherwise required to comply with the statute (1)

who inquire about the company’s privacy practices or compliance with this
law shall be given this information; (b) add to its homepage a link either
to a page titled “Your Privacy Rights” (written in a larger type than the
surrounding text, or in contrasting type, font, or color, or set off by other
marks or symbols that call attention to the language) or add the words
“Your Privacy Rights” to a link to the business’s privacy policy (in which
case other words may appear on the link so long as “Your Privacy Rights”
appears in the same size or style), where on the first page a customer’s
rights pursuant to this section and the designated addresses or numbers
are listed; or (c) make the designated addresses or numbers, or means to
obtain them, readily available upon request at every place of business in
California where the business or its agents regularly have contact with
customers. See California Civil Code § 1798.83(b)(1).

Employees who regularly have contact with customers means:
Employees whose contact with customers is not incidental to their primary
employment duties, and whose duties do not predominantly involve ensuring
the safety or health of the businesses customers. It includes, but is not limited
to, employees whose primary employment duties are as cashier, clerk, customer
service, sales, or promotion. It does not, by way of example, include employees
whose primary employment duties consist of food or beverage preparation or
service, maintenance and repair of the business’ facilities or equipment, direct
involvement in the operation of a motor vehicle, aircraft, watercraft, amuse-
ment ride, heavy machinery or similar equipment, security, or participation in
a theatrical, literary, musical, artistic, or athletic performance or contest.

California Civil Code § 1798.83(e)(4).
"See California Civil Code § 1798.83(c)(1).

2If a request is directed to the business at other than one of its
designated addresses or numbers, it must comply within “a reasonable pe-
riod in light of the circumstances related to how the request was received,”
but not longer than 150 days from the date received.

A business that is required to comply with this statute is not obli-
gated to provide the information associated with specific individuals and
may provide the required information in standardized format. California
Civil Code § 1798.83(b)(3).
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adopts and discloses to the public in its privacy statement a
policy of not disclosing personal information of customers to
third parties for the third parties’ direct marketing purposes
unless the customer first affirmatively agrees to that
disclosure, or of not disclosing such information if the
customer has “exercised an option that prevents that infor-
mation from being disclosed to third parties for those
purposes,” (2) maintains and discloses this policy, (3) notifies
the customer of his or her right to prevent disclosure of
personal information, and (4) provides the customer with a
cost free means to exercise this right."

In other words, a business subject to the statute must do
one of the following: (1) refrain from third party transfers;"
(2) adopt and disclose a policy of requiring opt-in consent for
third party transfers;' (3) adopt and disclose a policy of al-
lowing consumers to opt-out of third party disclosures;" or
(4) allow consumers to obtain an annual written disclosure,
upon request, of third party transfers.” Unless a business is
not covered by the statute or elects not to make any third
party disclosures subject to it (i.e., option 1), the company
must provide adequate disclosures to California residents of
its opt-in policy, opt-out policy or the means for consumers
to request annual disclosures' by “at its election, do at least
one of the following:” (A) provide training to agents and
managers who supervise employees who regularly have
contact with customers, (B) make adequate Internet disclo-
sures, or (C) make the information readily available upon
request at every place of business in California where agents
regularly have contact with customers.?* For businesses that
operate exclusively online, this likely means providing
website disclosures pursuant to section 1798.83(b)(1)(B), al-
though an Internet business potentially could comply
through agent and manager training pursuant to section

"(California Civil Code § 1798.83(c)(2).

A business that has not disclosed specific categories of personal in-
formation to third parties are not required to comply with the law’s
requirements. See Cal. Civil Code § 1798.83(a).

®California Civil Code § 1798.83(c)(2).
"(California Civil Code § 1798.83(c)(2).
B alifornia Civil Code § 1798.83(b)(1)(C).

®The requirements for notice, as set forth in section 1798.83(b), are
detailed earlier in this subsection.

2(alifornia Civil Code § 1798.83(b)(1).
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1798.83(b)(1)(A) if employees regularly have contact with
customers (or through a combination of online notice with a
toll free number and training).

The law includes a non-exclusive list of disclosures (in
subdivision (d)) that are not deemed to be disclosures of
personal information by a business for a third parties’ direct
marketing purposes for purposes of the statute:

e Disclosures between a business and a third party pur-
suant to contracts or arrangements pertaining to any
of the following:

O The processing, storage, management, or organiza-
tion of personal information, or the performance of
services on behalf of the business during which
personal information is disclosed, if the third party
that processes, stores, manages, or organizes the
personal information does not use the information
for a third party’s direct marketing purposes and
does not disclose the information to additional third
parties for their direct marketing purposes;

O Marketing products or services to customers with
whom the business has an established business re-
lationship where, as a part of the marketing, the
business does not disclose personal information to
third parties for the third parties’ direct marketing
purposes;

O Maintaining or servicing accounts, including credit
accounts and disclosures pertaining to the denial of
applications for credit or the status of applications
for credit and processing bills or insurance claims
for payment;

O Public record information relating to the right, title,
or interest in real property or information relating
to property characteristics, as defined in section
408.3 of the Revenue and Taxation Code, obtained
from a governmental agency or entity or from a
multiple listing service, as defined in section 1087,
and not provided directly by the customer to a busi-
ness in the course of an established business rela-
tionship;

O dJointly offering a product or service pursuant to a
written agreement with the third party that re-
ceives the personal information, provided that all of
the following requirements are met:

— The product or service offered is a product or
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service of, and is provided by, at least one of
the businesses that is a party to the written
agreement.

— The product or service is jointly offered,
endorsed, or sponsored by, and clearly and
conspicuously identifies for the customer, the
businesses that disclose and receive the
disclosed personal information.

— The written agreement provides that the
third party that receives the personal infor-
mation is required to maintain the confiden-
tiality of the information and is prohibited
from disclosing or using the information
other than to carry out the joint offering or
servicing of a product or service that is the
subject of the written agreement.

O Disclosures to or from a consumer reporting agency

of a customer’s payment history or other informa-
tion pertaining to transactions or experiences be-
tween the business and a customer if that informa-
tion is to be reported in, or used to generate, a
consumer report as defined in subdivision (d) of sec-
tion 1681a of Title 15 of the United States Code,
and use of that information is limited by the federal
Fair Credit Reporting Act;

O Disclosure of personal information by a business to

a third party financial institution solely for the
purpose of the business obtaining payment for a
transaction in which the customer paid the busi-
ness for goods or services with a check, credit card,
charge card, or debit card, if the customer seeks the
information required by subdivision (a) of the busi-
ness obtaining payment, whether or not the busi-
ness obtaining payment knows or reasonably should
know that the third party financial institution has
used the personal information for its direct market-
ing purposes;

O Disclosures of personal information between a

licensed agent and its principal, if the personal in-
formation disclosed is necessary to complete, ef-
fectuate, administer, or enforce transactions be-
tween the principal and the agent, whether or not
the licensed agent or principal also uses the per-
sonal information for direct marketing purposes, if
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that personal information is used by each of them
solely to market products and services directly to
customers with whom both have established busi-
ness relationships as a result of the principal and
agent relationship; and

O Disclosures of personal information between a
financial institution and a business that has a
private label credit card, affinity card, retail install-
ment contract, or co branded card program with
the financial institution, if the personal information
disclosed is necessary for the financial institution
to maintain or service accounts on behalf of the
business with which it has a private label credit
card, affinity card, retail installment contract, or
branded card program, or to complete, effectuate,
administer, or enforce customer transactions or
transactions between the institution and the busi-
ness, whether or not the institution or the business
also uses the personal information for direct
marketing purposes, if that personal information is
used solely to market products and services directly
to customers with whom both the business and the
financial institution have established business
relationships as a result of the private label credit
card, affinity card, retail installment contract, or co
branded card program.?

In addition to the exemptions created by subdivision (d),
the statute, by its terms, does not apply to a financial institu-
tion that is subject to the California Financial Information
Privacy Act,?® subject to certain limitations.?®

The statute also contains special, less demanding rules for
disclosures of personal information for direct marketing
purposes between affiliated third parties that share the same
brand name.*

The requirements of this statute may not be waived. Any
purported effort to waive rights created by section 1798.83

#Cal. Civil Code § 1798.83(d).
22Gee Cal. Fin. Code $§§ 4050 et seq.
2(al. Civil Code § 1798.83(h).
#Gee Cal. Civil Code § 1798.83(f).
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will be treated as void and unenforceable.?

Customers injured by violations of section 1798.82 may
initiate a civil action to obtain injunctive relief and/or dam-
ages of up to $500 per violation (or $3,000 per violation for
violations that were willful, intentional or reckless).?® Unless
a violation is willful, intentional or reckless, a complete
defense is provided if, within ninety days of the business
learning that it had failed to provide requested information,
failed to provide complete or accurate information, or failed
to provide the information in a timely fashion, the business
fully provides complete and accurate information.?” In addi-
tion to damages, the statute provides that injunctive relief
may be obtained against any business that violates, proposes
to violate or has violated the statute.?

In the event of litigation, a prevailing plaintiff (but not a
prevailing defendant) shall be entitled to recover reasonable
attorneys’ fees and costs.?

Beginning in 2012, a number of lawsuits were filed against
companies alleged to have inadequate disclosure statements
(even though in fact some of the target companies simply did
not transfer personal information to third parties). Many of
these cases were dismissed because the plaintiffs could not
allege any statutory injury resulting from the alleged failure
to provide adequate notice where the plaintiff never re-

%(al. Civil Code § 1798.84(a). Indeed, in an unreported decision, a
federal court declined to enforce a venue selection provision in a Terms of
Use agreement that provided for resolution of disputes in New York under
New York law in a suit brought under section 1798.83 because the court
reasoned that to do so would have effectuated an impermissible waiver
under section 1798.84. See Miller v. Hearst Communications, Inc., No. CV
12-0733-GHK (PLAx), 2012 WL 3205241, at *3 (C.D. Cal. Aug. 3, 2012).

%Gee Cal. Civil Code § 1798.84.

#(Cal. Civil Code § 1798.84(d); see generally In re Sony Gaming
Networks and Customer Data Security Breach Litigation, 903 F. Supp. 2d
942, 973 (S.D. Cal. 2012) (dismissing putative class action claims brought
by California residents because section 1798.84(d) provided a complete
defense where plaintiffs alleged “that Sony either knew or should have
known that its security measures were inadequate, and failed to inform
Plaintiffs of the breach in a timely fashion, [and] none of Plaintiffs current
allegations assert willful, intentional, or reckless conduct on behalf of
Sony.”).

?8See Cal. Civil Code § 1798.84(e).

2Cal. Civil Code § 1798.84(f).
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quested a disclosure.*

26.13[6][E] Collection of PII and Zip Code
Information in Connection with
Credit Card Transactions

Some states prohibit the collection of personal information
in connection with credit card transactions, including even
the mere request for a person’s zip code." For example, Cal-
ifornia’s Song-Beverly Credit Card Act® makes it unlawful
for any “person, firm, partnership, association, or corpora-

30Gee, e.g., Murray v. Time Inc., No. C 12-00431 JSW, 2012 WL
3634387 (N.D. Cal. Aug. 24, 2012) (dismissing, with leave to amend,
plaintiff’s claims under Cal. Civil Code § 1798.83 and Cal. Bus. & Profes-
sions Code § 17200 for lack of statutory standing due to lack injury and
dismissing plaintiff’s claim for injunctive relief for lack of Article III stand-
ing); Boorstein v. Men’s Journal LLC, No. CV 12-771 DSF (Ex), 2012 WL
3791701 (C.D. Cal. Aug. 17, 2012) (dismissing with prejudice plaintiff’s
claims under Cal. Civil Code § 1798.83 and Cal. Bus. & Professions Code
§ 17200 for lack of statutory standing due to lack of injury); King v. Condé
Nast Publications, No. CV-12-0719-GHK (Ex), 2012 WL 3186578 (C.D.
Cal. Aug. 3, 2012) (dismissing, with leave to amend, plaintiff’s claims
under Cal. Civil Code § 1798.83 and Cal. Bus. & Professions Code § 17200
for lack of statutory standing due to lack of injury); Miller v. Hearst
Communications, Inc., No. CV 12-0733-GHK (PLAx), 2012 WL 3205241
(C.D. Cal. Aug. 3, 2012) (dismissing, with leave to amend, plaintiff’s claims
under Cal. Civil Code § 1798.83 and Cal. Bus. & Professions Code § 17200
for lack of statutory standing due to lack of injury); Boorstein v. Men’s
Journal LLC, No. CV 12-771 DSF (Ex), 2012 WL 2152815 (C.D. Cal. June
14, 2012) (dismissing, with leave to amend, plaintiff’s claims under Cal.
Civil Code § 1798.83 and Cal. Bus. & Professions Code § 17200 for lack of
statutory standing due to lack of injury). These cases rejected arguments
that the plaintiffs had experienced economic or informational injury.

[Section 26.13[61[E]]

'See, e.g., Pineda v. Williams-Sonoma Stores, Inc., 51 Cal. 4th 524,
120 Cal. Rptr. 3d 531 (2011) (California law); Tyler v. Michaels Stores,
Inc., 464 Mass. 492, 984 N.E.2d 737 (2013) (holding zip codes to constitute
personal identification information under Massachusetts law, Mass. Gen.
L. Ann. ch. 93H, § 105(a), and that a plaintiff need not allege identity
theft to sue for a violation of the statute, which applies to both electronic
and paper credit card forms). But see Hancock v. Urban Outfitters, Inc., __
F. Supp. 2d _, 2014 WL 98871 (D.D.C. 2014) (holding that a zip code, by
itself, is not an “address” within the meaning of the District of Columbia’s
Consumer Identification Information Act or District of Columbia
Consumer Protection Procedures Act, D.C.Code §§ 28-3904(e), 28-3904
(f), and 28-3904 (t), and therefore dismissing plaintiff’s claim against a
retailer that requested the plaintiff’s zip code in connection with a
consumer credit card transaction).

2Cal. Civ. Code §§ 1747 et seq.
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tion that accepts credit cards for the transaction of business
.. to:

e Request, or require as a condition to accepting the
credit card as payment in full or in part for goods or
services, the cardholder to write any personal identifi-
cation information upon the credit card transaction
form or otherwise;

e Request, or require as a condition to accepting the
credit card as payment in full or in part for goods or
services, the cardholder to provide personal identifica-
tion information, which the person, firm, partnership,
association, or corporation accepting the credit card
writes, causes to be written, or otherwise records upon
the credit card transaction form or otherwise; or

e Utilize, in any credit card transaction, a credit card
form that contains preprinted spaces specifically
designated for filling in any personal identification in-
formation of the cardholder.®

Subject to specific exceptions, the statute, which is codified
as Civil Code § 1747.08, covers information that is both
required and merely requested, putting companies poten-
tially at risk for merely requesting personal identification
information. Unless an exception applies, the Act thus may
be violated any time (1) personal identification information
is (a) requested or required and (b) recorded (or written by
the cardholder on the credit card transaction form or
otherwise) as a condition to accepting a credit card, or (2) if
a form is used with preprinted spaces specifically designed
for filling in personal identification information.

Personal identification information (or “PII”) is defined as
“information concerning the cardholder, other than informa-
tion set forth on the credit card,” and includes, but is “not
limited to, the cardholder’s address and telephone number.”

In Pineda v. Williams-Sonoma Stores, Inc.,’ the California
Supreme Court held that even a customer’s zip code, without

3Cal. Civ. Code § 1747.08(a)(1).
“Cal. Civ. Code § 1747.08(b).

®Pineda v. Williams-Sonoma Stores, Inc., 51 Cal. 4th 524, 120 Cal.
Rptr. 3d 531 (2011).
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more, is deemed personal identification information® under
the statute. Based on the court’s holding—and its conclusion
that the definition of PII must be construed broadly’—the
Act thus prohibits a company from requesting and recording
a customer’s address and telephone number (which are listed
in the statute), zip code (based on the holding in Pineda),
and potentially other data points such as some email ad-
dresses or other identifying information that do not appear
on the credit card, unless a statutory exception applies.® In a
later case, the California Supreme Court explained that sec-
tion 1747.08 was enacted primarily to protect consumer
privacy and prevent fraud.’

Section 1747.08 creates narrow exemptions for cash
advance transactions, where the credit card is used as a de-
posit to secure payment, if the merchant is contractually ob-
ligated to provide PII to complete a credit card transaction
or for a special purpose incidental but related to the
transaction. Specifically, the Act does not impose liability:

e If the credit card is being used as a deposit to secure
payment in the event of default, loss, damage, or other
similar;

e For cash advance transactions;

®pII variously is referred to as personally identifying information
and personally identifiable information, but there is no single definition of
what constitutes PII. See supra § 26.01. The statutory term used in the
Song-Beverly Credit Card Act, personal identification information, is not
commonly used except in the context of that statute. For convenience,
personal identification information is abbreviated in this section as PII.
The California Supreme Court’s interpretation of what constitutes
personal identification information under the Song-Beverly Act, however,
should be viewed in the specific context of that statute, and not ascribed
any broader significance.

"The court, among other things, concluded that use of the term
concerning evidenced an intent to broadly construe the definition of PII.
Pineda v. Williams-Sonoma Stores, Inc., 51 Cal. 4th 524, 531, 120 Cal.
Rptr. 3d 531, 535 (2011). It likewise brushed aside the lower, intermediate
appellate court’s contrary conclusion, based on the doctrine of ejusdem ge-
neris, that the statute’s explicit reference to address and telephone number
precluded a finding that a zip code—which is merely part of an address—
was of the same category as an address or telephone number and therefore
covered by the Act. 51 Cal. 4th at 532, 120 Cal. Rptr. 2d at 537.

8See Ian C. Ballon & Robert Herrington, Are Your Data Collection
Practices Putting Your Company At Risk?, ABA Information Security &
Privacy News (Autumn 2011).

°Apple v. Superior Court, 56 Cal. 4th 128, 139-41, 151 Cal. Rptr. 3d
841 (2013) (analyzing legislative history).
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e Ifthe person, firm, partnership, association, or corpora-
tion accepting the credit card is contractually obligated
to provide personal identification information in order
to complete the credit card transaction or is obligated
to collect and record the personal identification infor-
mation by federal law or regulation; or

e If personal identification information is required for a
special purpose incidental but related to the individual
credit card transaction, including, but not limited to,
information relating to shipping, delivery, servicing, or
installation of the purchased merchandise, or for
special orders.™

The statute also does not apply where PII is not recorded
(or where a driver’s license or ID number is recorded in con-
nection with a transaction where a cardholder does not make
the credit card available upon request to allow verification of
the number)." It likewise does not apply to debit card
transactions or the use of credit cards for cash advances."

In Apple, Inc. v. Superior Court,”® a divided California
Supreme Court further held that section 1747.08 did not ap-
ply to online purchases of products that are downloaded

°Cal. Civ. Code § 1747.08(c). An intermediate appellate court held
that requiring ZIP codes in pay-at-the-pump transactions at gas stations
was permitted by section 1747.08 where (1) there was a high risk of fraud,
(2) ZIP codes were collected solely to prevent fraud, and (3) the informa-
tion was purged shortly after credit card transactions were reconciled,
because the information was “required for a special purpose incidental but
related to the individual credit card transaction” for the purpose of
preventing fraudulent transactions. See Flores III v. Chevron U.S.A. Inc.,
217 Cal. App. 4th 337, 339, 158 Cal. Rptr. 3d 242, 243 (Cal. Ct. App.
2013).

"'Cal. Civ. Code § 1747.08(d). Subpart (d) specifically provides that:

This section does not prohibit any person, firm, partnership, association, or
corporation from requiring the cardholder, as a condition to accepting the
credit card as payment in full or in part for goods or services, to provide rea-
sonable forms of positive identification, which may include a driver’s license or
a California state identification card, or where one of these is not available, an-
other form of photo identification, provided that none of the information
contained thereon is written or recorded on the credit card transaction form or
otherwise. If the cardholder pays for the transaction with a credit card number
and does not make the credit card available upon request to verify the number,
the cardholder’s driver’s license number or identification card number may be
recorded on the credit card transaction form or otherwise.

Id.
2Gee Cal. Civ. Code § 1747.03(a)(1).

®Apple, Inc. v. Superior Court, 56 Cal. 4th 128, 151 Cal. Rptr. 3d 841
(2013).
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electronically.” A federal district court subsequently ruled
more broadly that the provision does not apply to any online
sales,” which goes beyond what the California Supreme
Court was prepared to hold in Apple, Inc. v. Superior Court."

Where applicable, section 1747.08 potentially may present
compliance issues for companies that seek to collect personal
information from users who are also credit card customers
and record that information for marketing purposes (or who
include blank spaces for PII in forms intended for consumers
to fill out). Indeed, it was enacted in 1990 as an Amendment
to the Song-Beverly Act of 1971 to address concern that
retailers were acquiring additional personal information—
beyond what was required to process credit card transac-
tions—to build mailing and telephone lists that could be
used for in-house marketing or to sell to direct mail
companies or telemarketers."”

A person paying by credit card (or the Attorney General,

“See Apple, Inc. v. Superior Court, 56 Cal. 4th 128, 150, 151 Cal.
Rptr. 3d 841 (2013) (holding that the statute did not apply to online
purchases of downloadable files from Apple’s iTunes store); see also Saulic
v. Symantec Corp., 596 F. Supp. 2d 1323, 1325-26 (C.D. Cal. 2009) (hold-
ing, in a case pre-dating Apple, Inc. v. Superior Court, that the statute
was inapplicable to online purchases of downloadable anti-virus software);
Mehrens v. Redbox Automated Retail LLC, No. 2:11-¢v-02936-JHN-Ex.,
2012 WL 77220, at *3-4 (C.D. Cal. Jan. 6, 2012) (holding that purchases
from an automated movie rental machine, which are akin to online
purchases, were not covered by section 1747.08).

See Ambers v. Buy.com, Inc., No. SACV 13-0196 AG (JPRx), 2013
WL 1944430, at *5—6 (C.D. Cal. Apr. 30, 2013) (holding that the Act does
not apply to online transactions, even when the transaction involves
merchandise that will be shipped or delivered to customers, such as the
DVD purchases at issue in that case).

'"®The court in Apple limited its ruling to downloadable transactions.
The majority wrote:

We have no occasion here to decide whether section 1747.08 applies to online
transactions that do not involve electronically downloadable products or to any
other transactions that do not involve in-person, face-to-face interaction be-
tween the customer and retailer. . . . [E]ven if the statute does apply to MOTO
[mail order and telephone order] transactions, we do not think such transac-
tions, which often involve ‘shipping [or] delivery . . . of the purchased
merchandise,” are readily likened to online purchases of electronically
downloadable products with respect to possible means of preventing or detect-
ing fraud.

Apple, Inc. v. Superior Court, 56 Cal. 4th 128, 151, 151 Cal. Rptr. 3d 841
(2013).

"Pineda v. Williams-Sonoma Stores, Inc., 51 Cal. 4th 524, 534-35,
120 Cal. Rptr. 3d 531, 539 (2011) (discussing legislative history).
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District Attorney or City Attorney) may sue for violations of
the statute and recover as a “civil penalty” up to $250 for an
initial violation and up to $1,000 for each subsequent one.™
The range of a penalty award, in the words of one intermedi-
ate appellate court, is “between a penny (or even the
proverbial peppercorn we all encountered in law school) to
the maximum amounts authorized by the statute.”® The At-
torney General, and the District Attorney or City Attorney
within his or her respective jurisdiction, also are authorized
to obtain injunctive relief.?

No penalty may be awarded, however, if a defendant shows
by a preponderance of the evidence that a violation “was not
intentional and resulted from a bona fide error made
notwithstanding the defendant’s maintenance of procedures
reasonably adopted to avoid that error.”® In addition, any
suit seeking an award of statutory penalties must be brought
within the one year of a violation.?

The potential availability of a statutory penalty per viola-
tion over a twelve month period encourages plaintiff’s counsel
to file putative class actions suits based on alleged violations
of section 1747.08. Although the statute nominally only ap-
plies where a request for information is a condition of ac-
cepting a credit card transaction, Song-Beverly Act claims
are easy to assert in litigation, even where a defendant
ultimately may be able to prevail on the merits. Where a
company is contractually obligated to record PII to comply
with credit card transaction or has a special purpose for do-
ing so—such as shipping, delivery, servicing, or installation
of the purchased merchandise, or for special orders—record-
ing PII will be permissible, although companies may find
themselves embroiled in litigation over whether the informa-
tion in fact was required.

Indeed, as noted later in this chapter in section 26.15,
more than 150 putative class action suits alleging violations
of this statute were filed just in the first half of 2011 in the

8Cal. Civ. Code § 1747.08(e).

®TJX Companies, Inc. v. Superior Court, 163 Cal. App. 4th 80, 86, 77
Cal. Rptr. 3d 114, 117 (4th Dist. 2008).

2Cal. Civ. Code § 1747.08(f).
#Cal. Civ. Code § 1747.08(e).

2See TJX Companies, Inc. v. Superior Court, 163 Cal. App. 4th 80,
84, 77 Cal. Rptr. 3d 114, 116 (4th Dist. 2008).
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immediate aftermath of the Pineda decision.?® While litiga-
tion of claims under section 1747.08 has dropped dramati-
cally since that time, it remains a real risk for companies do-
ing business with California residents.

The safest way to comply with section 1747.08 is either to
not process credit card transactions or not record PII—al-
though these options are not realistic for most e-commerce
businesses.

Alternatively, a business potentially may collect PII sepa-
rate and apart from processing a credit card since the stat-
ute on its face addresses requests or mandatory disclosures
sought as a condition of accepting a credit card payment or
the use of blank spaces in a pre-printed form intended for
PII in any credit card transaction.?* It may also be permis-
sible to request PII after, although not before, a credit card
transaction is completed.?® A federal district court further
upheld the practice of seeking personal information in con-
nection with a loyalty rewards program, even before a trans-

BGee infra § 26.15.
24Gee Cal. Civ. Code § 1747.08(a)(1).

BFlorez v. Linens ‘N Things, Inc., 108 Cal. App. 4th 447, 451, 133
Cal. Rptr. 2d 465 (4th Dist. 2003) (dicta); Davis v. Devanlay Retail Group,
Inc., No. 2:11-CV-01719-KJM-CKD, 2012 WL 6589204, at *4 (E.D. Cal.
Dec. 17, 2012) (holding that a policy of asking for a customer’s personal
information after the customer has a receipt in hand conveys that the
transaction has concluded and does not violate the Song-Beverly Credit
Card Act); Ian C. Ballon & Robert Herrington, Are Your Data Collection
Practices Putting Your Company At Risk?, ABA Information Security &
Privacy News (Autumn 2011). In rejecting the defendant’s argument that
collection prior to a transaction was permissible, the court in Florez
explained that “a customer might perceive that request as a condition of
credit card payment.” 108 Cal. App. 4th at 453. Thus, pre-transaction col-
lection, in this court’s view, is “prohibited if it immediately preceded the
credit card transaction, even if the consumer’s response was voluntary
and made only for marketing purposes.” Id. As further explained by the
court in dicta, however, nothing prevents a retailer from soliciting a
consumer’s address and telephone number for a store’s mailing list, if that
information is provided voluntarily. Retailers are not without options in
this regard. A merchant can easily delay the request until the customer
tenders payment or makes his or her preferred method of payment known.
If the payment is made with cash, and the customer is so inclined, personal
identification information can be recorded at that time. Alternatively,
retailers could delete a customer’s personal identification information as
soon as the customer reveals an intention to pay by credit card. Id. at
451-52.
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action is concluded.?® In all cases, collection of PII should be
consistent with a company’s posted Privacy Policy.”

To limit or avoid liability, a company that seeks to record
PII from credit card customers should set forth its policies
with respect to collection of PII in connection with credit
card transactions in its Privacy Policy or Terms of Use.?®
Given the number of lawsuits filed since Pineda, some busi-
nesses may consider even more prominent opt-in consent to
a policy document identifying what PII, if any, is requested
or required in connection with processing a credit card trans-
action and then recorded (and why), and what information
should not be provided or will not be recorded. Among other
things, a prominent notice could deter potential class action
lawyers from filing suit if they otherwise would have misun-
derstood why certain information was collected or wrongly
assumed that all information provided had been recorded. A
clear statement of policy also may be helpful in establishing
eligibility for the safe harbor by showing potentially that
any improper collection of PII resulted from an error, rather
than a deliberate practice.

Although perhaps tempting, a company should not seek a
waiver of the requirements of section 1747.08 in its Terms of
Use or Privacy Policy. The provisions of the statute may not
be waived and any attempt to do so will be deemed void.*

Companies also should seek to benefit from the safe harbor
available for errors where a defendant may show “mainte-
nance of procedures reasonably adopted to avoid that error.”®
In addition to adopting a clear statement of its policies, as
suggested above, businesses that process credit card pay-
ments from California residents should provide employees

G0 Grass v. Best Buy Co., 279 F.R.D. 561 (C.D. Cal. 2012). In Grass,
the court concluded that no reasonable consumer could perceive a request
for personal information to be a condition of completing a credit card
transaction where a cashier first asks a customer if she wants to enroll in
a rewards program, and the customer affirmatively responds, or if the
customer affirmatively states that she is part of the rewards program and
wishes to receive credit for the transaction but does not have her member-
ship card with her.

¥See infra § 26.14 (elements of a Privacy Statement).

%Gee Ian C. Ballon & Robert Herrington, Are Your Data Collection
Practices Putting Your Company At Risk?, ABA Information Security &
Privacy News (Autumn 2011).

2Cal. Civ. Code § 1747.04.
%0Cal. Civ. Code § 1747.08(e).
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with education and training about their practices and
procedures to ensure that employees carefully implement
them.

26.13[6][F] California Bus. & Prof. Code § 22580—
California’s “Online Eraser” Law for
Minors

California Business & Professions Code § 22580, which
takes effect on January 1, 2015, will prohibit the operator of
a website, online service, online application or mobile app
from marketing or advertising specified types of products or
services to a minor and will require the operator to remove,
or to request and obtain removal of, content or information
posted by a minor, unless: (1) it was posted by a third party;
(2) state or federal law require the operator to maintain it or
(3) the operator anonymizes the content or information. Sec-
tion 22580 will also require the operator to provide notice to
a minor that the minor may remove content or information
pursuant to this law.

The advertising restrictions purport to limit advertising to
minors about alcoholic beverages, firearms, ammunition,
handgun safety certificates, aerosol paint capable of defacing
property, etching cream that is capable of defacing property,
and any tobacco or smoking-related products.

Sections 22580 and 22581, which have been referred to as
the “Online Eraser” bill for minors, provide as follows:

Cal. Bus. & Prof. Code 22580.

(a) An operator of an Internet Web site, online service,
online application, or mobile application directed to
minors shall not market or advertise a product or ser-
vice described in subdivision (i) on its Internet Web
site, online service, online application, or mobile ap-
plication directed to minors.

(b) An operator of an Internet Web site, online service,
online application, or mobile application:

(1) Shall not market or advertise a product or service
described in subdivision (i) to a minor who the
operator has actual knowledge is using its Internet
Web site, online service, online application, or
mobile application and is a minor, if the market-
ing or advertising is specifically directed to that
minor based upon information specific to that
minor, including, but not limited to, the minor’s

Pub. 12/2014 26-245



26.13[6]1[F1] E-CoMMERCE AND INTERNET LAaW

(c)

(d)
(e)

®)
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profile, activity, address, or location sufficient to
establish contact with a minor, and excluding
Internet Protocol (IP) address and product identi-
fication numbers for the operation of a service.

(2) Shall be deemed to be in compliance with para-
graph (1) if the operator takes reasonable actions
in good faith designed to avoid marketing or
advertising under circumstances prohibited under
paragraph (1).

An operator of an Internet Web site, online service,
online application, or mobile application directed to
minors or who has actual knowledge that a minor is
using its Internet Web site, online service, online ap-
plication, or mobile application, shall not knowingly
use, disclose, compile, or allow a third party to use,
disclose, or compile, the personal information of a
minor with actual knowledge that the use, disclosure,
or compilation is for the purpose of marketing or
advertising products or services to that minor for a
product described in subdivision ().
“Minor” means a natural person under 18 years of age
who resides in the state.
“Internet Web site, online service, online application,
or mobile application directed to minors” mean an
Internet Web site, online service, online application,
or mobile application, or a portion thereof, that is cre-
ated for the purpose of reaching an audience that is
predominately comprised of minors, and is not in-
tended for a more general audience comprised of
adults. Provided, however, that an Internet Web site,
online service, online application, or mobile applica-
tion, or a portion thereof, shall not be deemed to be
directed at minors solely because it refers or links to
an Internet Web site, online service, online applica-
tion, or mobile application directed to minors by using
information location tools, including a directory, index,
reference, pointer, or hypertext link.
“Operator” means any person or entity that owns an
Internet Web site, online service, online application,
or mobile application. It does not include any third
party that operates, hosts, or manages, but does not
own, an Internet Web site, online service, online ap-
plication, or mobile application on the owner’s behalf
or processes information on the owner’s behalf.
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(g) This section shall not be construed to require an opera-
tor of an Internet Web site, online service, online ap-
plication, or mobile application to collect or retain age
information about users.

(h) (1) With respect to marketing or advertising provided
by an advertising service, the operator of an Internet
Web site, online service, online application, or mobile
application directed to minors shall be deemed to be in
compliance with subdivision (a) if the operator notifies
the advertising service, in the manner required by the
advertising service, that the site, service, or applica-
tion is directed to minors.

(2) If an advertising service is notified, in the manner
required by the advertising service, that an
Internet Web site, online service, online applica-
tion, or mobile application is directed to minors
pursuant to paragraph (1), the advertising service
shall not market or advertise a product or service
on the operator’s Internet Web site, online service,
online application, or mobile application that is
described in subdivision (i).

(i) The marketing and advertising restrictions described
in subdivisions (a) and (b) shall apply to the following
products and services as they are defined under state
law:

(1) Alcoholic beverages, as referenced in Sections
23003 to 23009, inclusive, and Section 25658.

(2) Firearms or handguns, as referenced in Sections
16520, 16640, and 27505 of the Penal Code.

(3) Ammunition or reloaded ammunition, as refer-
enced in Sections 16150 and 30300 of the Penal
Code.

(4) Handgun safety certificates, as referenced in Sec-
tions 31625 and 31655 of the Penal Code.

(5) Aerosol container of paint that is capable of
defacing property, as referenced in Section 594.1
of the Penal Code.

(6) Etching cream that is capable of defacing prop-
erty, as referenced in Section 594.1 of the Penal
Code.

(7) Any tobacco, cigarette, or cigarette papers, or
blunt wraps, or any other preparation of tobacco,
or any other instrument or paraphernalia that is
designed for the smoking or ingestion of tobacco,
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G)

(k)
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products prepared from tobacco, or any controlled
substance, as referenced in Division 8.5 (com-
mencing with Section 22950) and Sections 308,
308.1, 308.2, and 308.3 of the Penal Code.

(8) BB device, as referenced in Sections 16250 and
19910 of the Penal Code.

(9) Dangerous fireworks, as referenced in Sections
12505 and 12689 of the Health and Safety Code.

(10) Tanning in an ultraviolet tanning device, as
referenced in Sections 22702 and 22706.

(11) Dietary supplement products containing ephed-
rine group alkaloids, as referenced in Section
110423.2 of the Health and Safety Code.

(12) Tickets or shares in a lottery game, as referenced
in Sections 8880.12 and 8880.52 of the Govern-
ment Code.

(13) Salvia divinorum or Salvinorin A, or any sub-
stance or material containing Salvia divinorum
or Salvinorin A, as referenced in Section 379 of
the Penal Code.

(14) Body branding, as referenced in Sections 119301
and 119302 of the Health and Safety Code.

(15) Permanent tattoo, as referenced in Sections
119301 and 119302 of the Health and Safety
Code and Section 653 of the Penal Code.

(16) Drug paraphernalia, as referenced in Section
11364.5 of the Health and Safety Code.

(17) Electronic cigarette, as referenced in Section
119405 of the Health and Safety Code.

(18) Obscene matter, as referenced in Section 311 of
the Penal Code.

(19) A less lethal weapon, as referenced in Sections
16780 and 19405 of the Penal Code.

The marketing and advertising restrictions described

in subdivisions (a), (b), and (c) shall not apply to the

incidental placement of products or services embedded
in content if the content is not distributed by or at the
direction of the operator primarily for the purposes of
marketing and advertising of the products or services

described in subdivision (i).

“Marketing or advertising” means, in exchange for

monetary compensation, to make a communication to

one or more individuals, or to arrange for the dis-

semination to the public of a communication, about a
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product or service the primary purpose of which is to
encourage recipients of the communication to purchase
or use the product or service.

Cal. Bus. & Prof. Code § 22581

(a) An operator of an Internet Web site, online service,
online application, or mobile application directed to
minors or an operator of an Internet Web site, online
service, online application, or mobile application that
has actual knowledge that a minor is using its Internet
Web site, online service, online application, or mobile
application shall do all of the following:

(1

(2)

3)

(4)

Permit a minor who is a registered user of the
operator’s Internet Web site, online service, online
application, or mobile application to remove or, if
the operator prefers, to request and obtain re-
moval of, content or information posted on the
operator’s Internet Web site, online service, online
application, or mobile application by the user.
Provide notice to a minor who is a registered user
of the operator’s Internet Web site, online service,
online application, or mobile application that the
minor may remove or, if the operator prefers,
request and obtain removal of, content or informa-
tion posted on the operator’s Internet Web site,
online service, online application, or mobile ap-
plication by the registered user.

Provide clear instructions to a minor who is a
registered user of the operator’s Internet Web site,
online service, online application, or mobile ap-
plication on how the user may remove or, if the
operator prefers, request and obtain the removal
of content or information posted on the operator’s
Internet Web site, online service, online applica-
tion, or mobile application.

Provide notice to a minor who is a registered user
of the operator’s Internet Web site, online service,
online application, or mobile application that the
removal described under paragraph (1) does not
ensure complete or comprehensive removal of the
content or information posted on the operator’s
Internet Web site, online service, online applica-
tion, or mobile application by the registered user.

(b) An operator or a third party is not required to erase or
otherwise eliminate, or to enable erasure or elimina-
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tion of, content or information in any of the following
circumstances:

(D)

(2)

3

4)

(5)

Any other provision of federal or state law requires
the operator or third party to maintain the content
or information.

The content or information was stored on or posted
to the operator’s Internet Web site, online service,
online application, or mobile application by a third
party other than the minor, who is a registered
user, including any content or information posted
by the registered user that was stored, repub-
lished, or reposted by the third party.

The operator anonymizes the content or informa-
tion posted by the minor who is a registered user,
so that the minor who is a registered user cannot
be individually identified.

The minor does not follow the instructions pro-
vided to the minor pursuant to paragraph (3) of
subdivision (a) on how the registered user may
request and obtain the removal of content or in-
formation posted on the operator’s Internet Web
site, online service, online application, or mobile
application by the registered user.

The minor has received compensation or other
consideration for providing the content.

(c) This section shall not be construed to limit the author-
ity of a law enforcement agency to obtain any content
or information from an operator as authorized by law
or pursuant to an order of a court of competent
jurisdiction.

(d) An operator shall be deemed compliant with this sec-
tion if:

(1)

(2)

It renders the content or information posted by
the minor user no longer visible to other users of
the service and the public even if the content or
information remains on the operator’s servers in
some form.

Despite making the original posting by the minor
user invisible, it remains visible because a third
party has copied the posting or reposted the
content or information posted by the minor.

(e) This section shall not be construed to require an opera-
tor of an Internet Web site, online service, online ap-
plication, or mobile application to collect age informa-
tion about users.
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(f) “Posted” means content or information that can be ac-
cessed by a user in addition to the minor who posted
the content or information, whether the user is a
registered user or not, of the Internet Web site, online
service, online application, or mobile application where
the content or information is posted.
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