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S RIEERCORIACHIG

—  Corifusior) aver “cliciwrao” and “orowsawreo”
—  Argliraiijon glzigsas DFJ..!C”/ anjorcazole dasaiia rasisianea in Califorie
S Childrenanditie tuseror ITICLIENAEVIC CES;
- ' - — COPPA regulatio ' - — A -
= e - = Sjtesiand services targeted to children - w—
= General audience sites —

— — |.B. v. Facebook, 905 F. Supp. 2d 989 (N.D. Cal. 2012) (allowing claims by minors for
——— reimbursement of credit card charges for Facebook credits based on the California law that
provides that certain contracts with minors are void)

— But see

= Dawes v. Facebook, Inc., 885 F. Supp. 2d 894 (S.D. Ill. 2012) (enforcing choice of forum
clause; infancy cannot be used as a sword rather than a shield)

= A.V.v. iParadigms, LLC, 544 F. Supp. 2d 473, 481 (E.D. Va. 2008), aff'd in part and rev'd
in part on other grounds, 562 F.3d 630, 639 (4th Cir. 2009) (minors equitably estopped
from denying agreement to the terms of use of a plagiarism verification site)

— Age of majority is higher in Alabama, Nebraska and Mississippi
= Liability for user conduct and content
— DMCA, Trademark, CDA

— Do the same rules apply for content or conduct in the cloud, on social media or on mobile
devices? ’

Copyrightability of APIs

— Oracle America Corp. v. Google, Inc., 872 F. Supp. 2d 974 (N.D: Cal. 201,29-(h_gmfg
Google’s use,ofiapp atlo rogrammlng interface (ABl)packagesiin connection with origi
NHNOeNora copyrights in Java)

State AG enforcement of privacy relating to Apps
= |etters and litigation
= Privacy on the Go (January 2013)
— New COPPA regulations
= First Sale and intangible goods
= TCPA class action suits

= Retransmission of television over the Internet and to mobile devices (and what constitutes
public performance and reproduction)



On Ilne Contract Formatlon

endi CharaCieniznopClickaliouo sl RKEASIOWS I,
—  Dawes V. Fac20905K, lnc, 889 . Suwo. Zd 94 (5.0, lll. 20'12)

—  Figlal\L Faggoa e, 8440 5 u,.JIJ,.). 2l §29 (S.D.NL Y 20102) (riyariel)
SRR CentmuedrHeSulity e mplied Contaciss o —— T
— — Inre Zappos. com—lnc Customer.Data Securities BreachilLitid:, 893 k. Supp. 2d'10581(D: Nev..
" 2012)/(links to TOU 0N EVEry PAJE)

— Cvent, Inc. v. Eventbrite, Inc., 739 k. Supp. 2d 927 (E.D. Va. 2010)
= Arbitrationrand-Class-Action Waivers
— AT&T Mobility LLC v. Concepcion, 131 S. Ct. 1740 (2011)
— American Express Co. v. Italian Colors Restaurant, 133 S. Ct. 2304 (2013)
— Kilgore v. KeyBank, Nat'l Ass'n, 718 F.3d 1052 (9th Cir. 2013) (en banc)
— Mortensen v. Bresnan Communications, LLC, 722 F.3d 1151, 1157-61 (9th Cir. 2013)
— Coneffv. AT & T, Corp., 673 F.3d 1155, 1160-62 (9th Cir. 2012)

— Schnabel v. Trilegiant Corp., 697 F.3d 110 (2d Cir. 2012) (email after agreement “failure to
cancel = consent to arbitration” not a binding agreement to arbitrate disputes)

= But see Hancock v. AT+T, 701 F.3d 1248 (10th Cir. 2012) (enforcing click through contract and arbitration
provision contained in subsequent email that afforded the plaintiff the opportunity to cancel service within
30 days and obtain a partial refund if it did not agree with the provision)

= Reservation of Unilateral Rights
rosvenor v. Qwest Corp., 854 F. Supp. 2d 1021 (D: Colo. 2012) (“[b]lecause,Qwest retalnedﬁn -
infettered ability to. modi the eX|stence terms and SCOPElGHithe arbitration clause; it
and unenforceabler . 083273 (10th Cir. 2013)

= |nireZappes:comy lnc: Customer a’[a Securltles Breach Litig., 893 F. Supp. 2d 1058 (D. Nev.
20 ‘2) (Unilateralfrightto'amend the TOU at any time rendered the agreement illusory)

= Dratfting tips

— Rent-A-Center, West, Inc. v. Jackson, 130 S. Ct. 2772 (2010)
= Challenge to the enforceability of an agreement (arbitrable) vs. challenge to the agreement to arbitrate

= Clause: arbitrator, not a court, must resolve disputes over interpretation, applicability, enforceability or
formation, including any claim that the agreement or any part of it is void or voidable




Comuter Fraud and Abuse Act

o -

RS Call YN CKIOENCIEAATSTARN 00 NOICH Al ENUYEISCTEENISCAPINYIOIAAUEISE |
—--——m5appropr|at|on i the Ninth and Fotirth Circuits (o sagremn‘g‘vv&h*theﬁfth:“seventh-and~-
~ Eleventh Circuits) ‘

— United States v. Nosal, 676 F.3d 854 (9th Cir. 2012) (en banc) (the prohibition on exceeding
- . authorized access under the CFAA applies to access restrictions, not use restrictions such as
violating TOU or employment policies)

— WEC Carolina Energy Solutions LLC v. Miller, 687 F.3d 199 (4th Cir. 2012) (CFAA fails to
provide a remedy for misappropriation of trade secrets or violation of a use policy where
authorization has not been rescinded) ), cert. dismissed, 133 S. Ct. 831 (2013)

— Butsee U.S. v. John, 597 F.3d 263, 271 (5th Cir. 2010) (holding that an employee of Citigroup
exceeded her authorized access when she accessed confidential customer information in
violation of her employer’'s computer use restrictions and used that information to commit fraud,
writing that a violation occurs “at least when the user knows or reasonably should know that he
or she is not authorized to access a computer and information obtainable from that access in
furtherance of or to perpetrate a crime . . . .”); U.S. v. Rodriguez, 628 F.3d 1258, 1263 (11th Cir.
2011) (holding that a Social Security Administration employee exceeded authorized access 0)Y
obtaining information about former girlfriends and potential paramours to send flowers to their
houses, where the Administration told the defendant that he was not authorized to obtain
personal information for nonbusiness reasons); International Airport Centers, LLC v. Citrin, 440

o F.3d 418, 420-21 (7th Cir. 2006) (reversing dismissal of a claim against an employee wh

: accessed plaintiff's used transmission of a program that caused damage to a

ro court held that an employee who had decided to quit and violate
ployment agreement by destroying data breached his duty of loyalty to his employer and

therefore terminated the agency relationship, making his conduct unauthorized (or exceeding
authorized access)); see also EF Cultural Travel BV v. Explorica, Inc., 274 F.3d 577 (1st Cir.
2001) (concluding that where a former employee of the plaintiff provided another company with
proprietary information in violation of a confidentiality agreement, in order to “mine” his former
employer's publically accessible website for certain information (using scraping software), he
exceeded the authorization he had to navigate the website).




Resale of Digital Goods and the limitations of

IICHIISESAU SR OCURIgCH I NG GIlcl il Slicl

SOHISIESAIEINE J.)gmnr—* =lpr)l [ESHONCOPIESHO!

RCORYITIIENAVOIKS awfully .
~ made abroad e — __ g e ——

e ——

= RifsaenaaIBhnaMIE.8. Sons, Inc,, 133 S, Ct 1351 Q010

. = Intangible-digital works, as opposed to those fixed in tangible media,
may not be subject to the first sale doctrine because of what Mark
Lemley first characterized as “overlapping rights” where the act of
distribution also may constitute reproduction, public performance or
public display.
— Capitol Records, LLC v. ReDigi Inc., F. Supp. 2d , 2013 WL
1286134 (S.D.N.Y. Mar. 30, 2013)

= Created a secondary market for the re-sale of digital music
— Open Vs closedecasytem '—4

‘ ReDigi's transferofimusic files over the Internet constitiited reproduction T —

= Fair use defensennapplicalle
=[rst'sale’doctrine inapplicable to reproduction (first sale addresses distribution)
= ReDigi held liable for direct, contributory and vicarious liability'on summary judgment

— Same principles may apply to re-sale of virtual goods
— Can you construct a marketplace for the re-sale of digital goods?




SECONDARY COPYRIGHT
LIABILITY FOR USER. ..~
CONTENT
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— - Religious Technology Center v. Netcom On-Line

Communication Services, Inc., 907 F. Supp. 1361 (N.D. Cal. 1995); CoStar

ww Group, Inc..v.. Loopnet, Inc., 373 F.3d 544 (4th Cir. 2004); Perfect10, Inc. v.

Amazon.com, 487 F.3d 701 (9th Cir. 2007) (server test).

Seqga Enterprises Ltd. v. MAPHIA, 857 F.
Supp. 679, 686 (N.D. Cal. 1994); see also UMG Recordings, Inc. v. Bertelsmann,
222 F.R.D. 408 (N.D. Cal. 2004)(must show (1) direct infringement by a third
party, (2) actual or constructive knowledge by the defendant, and (3) substantial
participation by the defendant in the infringing activities); A&M Records, Inc. v.
Napster, Inc., 239 F.3d 1004 (9th Cir. 2001) (reasonable knowledge;
knew/should have known on system; failed to act to prevent viral dist’'n);
‘Perfect10, Inc. v. Amazon.com, 487 F.3d 701 (9th Cir. 2007) (actual knowledge

that specific infringing material is available whe service could have teTREﬂ"-
simple me rt not do so), Perfect 10, Inc. v.
' 9th Cir. 2007), cert. denied, 553 U.S. 1079 (2008).

.E.q., A&M
Records, Inc. v. Napster, Inc., 239 F.3d 1004 (9th Cir. 2001); Perfect10, Inc. v.
Amazon.com, 487 F.3d 701 (9th Cir. 2007) (no financial benefit or ability to control
merely because of the AdSense program); Perfect 10, Inc. v. Visa Int’l, 494 F.3d 788
(9th Cir. 2007), cert. denied, 553 U.S. 1079 (2008).




Inducement (BitTorrent)

Distribution of & device:
— Clarifies applies te'a sernvice
- w Actsof infringement
= With the object of promoting its use to infringe, as shown by clear

expression or other affirmative steps
— Rejects argument that these are two separate requirements

= Causation

— A plaintiff need only prove that acts of infringement by third parties were caused
by the product distributed or services provided

— “[l]f one provides a service that could be used to infringe copyrights, with the
manifested intent that the service actually be used in thatumannemthatp
liable for thesniting se of'the service”

' QU i IS was a ‘lax causation requirement” and therefore (1)
cautioned that proof of intent is paramount, (2) discussed the temporal dimension
to causation (dicta), (3) cautioned that Grokster contemplated a single producer
= Scope of injunction

= DMCA - inducing actions do not per se render a defendant ineligible
for the DMCA safe harbor but may make it impossible to qualify




Inducement in Context
= MGM, Inc. v. Grokster, Ltd., 545 U.S. 913 (2005): One who distributes a device
with the objectionp OMoGting e toln rO‘ OPYIIghL @S ShoWn B “clearevidence
or gty zffirmeliye Siggs e o fosar nffngmant,” 15 [ole for i rasultineg s of
Jnmruemenr oy inire pariias

4 (h) lntgnit to origie cigout igifie) @S, (2 )durl.).}rlon gj 2l ,JI'OCLILE ujizlofa jor

b a)

P____.,__,Jmnnrms USE; and(S) EVIGENCETOIG "r*rl .JJ]IL‘ A

- = Proof: Advertising. In Grokster: — == __ =
—  marketed product-teformer Napster users '
— No attempt to develop filtering tools or other mechanisms to diminish infringement (footnote

— Defendants’ business model

Sony “Safe Harbor”
— Not applicable to the facts of Grokster

— Disagreement among concurring opinions about Sony’s applicability to contributory infringement
cases (Ginsburg; Breyer)

— In fact the Safe Harbor should only apply in a small number of cases where liability. is premised on the
nature and character of a product or service (with no direct evidence of inducement)

Columbia Pictures Industries, Inc. v. Fung., 710 F.3d 1020 (9th Cir. 2013)
MGM, Inc. v. Grokster, Ltd., 454 F. Supp. 2d 966 (C.D. Cal. 2006) (liability)

MGM, Inc. v. Grokster, Ltd., 518 F. Supp. 2d 1197 (C.D. Cal. 2007)
— _Permanent injunction granted mandating acoustical fingerprinting, file hash filtering,

keyword filtering, video filtering and a quality Imprevement process
i | .com, Inc., 3 2d 124 (S. BT\W-*

ime Group LLC, 784 F. Supb. 2d 398 (S.D.N.Y. 2011) (granting SJ)

Handful of district court cases from the Southern District of New: York and one judge in the
Central District of California (and now a Ninth Circuit opinion)

—  Services with an overwhelming amount of infringing material — 90% or more infringing content in all cases to date

—  Affirmative encouragement to engage in infringement

—  Failure to take simple steps to deter it

= Raised in litigation as a way to broaden the scope of discovery

=  Two courts in 2013 ruled that the DMCA potentially applies to inducement claims, but where
there is proof of inducement it would be almost impossible to qualify for the safe harbor




The Digital Millennium
Copyright Act—



DMCA Service Provider Liability Limitations

— Threshold requirements:

T101 MENTeC0

e ——
P A

o The pollcy must ‘accommodate and not interfere with “standard te
measures”

— — Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090 (W.D. Wash. 2004) (not
- —_— ~necessarily a failure of implementation if an infringer sidesteps a service provider’s policy
and is able to sign back on under a new user ID)

— User Storage

= Must respond expeditiously upon receipt of a notification to disable
access to or remove allegedly infringing material

= Service provider must not “receive a financial benefit directly attributable
to the infringing activity, in a case in which the service provider has the
right and ability to control such activity . . .” Formerly divergent views reconciled:

— Objective and subjective component — “something more” than the ability to block and
remove content, without respect to knowledge (Viacom v. YouTube)

— Right and ability to control requires specific knowledge (Shelter Partners); On
reconsideration adopted the Second Circuit view

— Columbia Pictures Indus. v. Fung, 710 F.3d 1020 (9th Cir. 2013): ineligible because Fung e
‘ was aware of facts and circumstances from whi ringing activity was aw

afi st and the right and ability to cement)

are of facts or circumstances
nfringing activity is apparent . . .” or, upon obtaining such
knowledge, act expeditiously to remove or disable (Red Flag)
— Knowledge of specific files or activity, not generalized knowledge (Viacom v.
YouTube; Shelter Partners)
- (Pzeoré%t 10, Inc. v. ccBill, 488 F.3d 1102 (9th Cir.), cert. denied, 552 U.S. 1062

—  Willful blindness — (Viacom v. YouTube; Columbia Pictures Indus. v. Fung) (turning a
blind eye to infringement/ willful ignorance is inconsistent with the red flag requirement; no

evid of exneditious resnonse)




DMCA - Recent Case Law

— Columbia Pictures Industries, Inc. v. Fung, 710 F.3d 1020 (9th Cir. 2013)

= UMG Recordings. Inc. v. Shelter.Capital PartnersiLLC, 7 d 1006 (Oth Cir. 2013
[ECONSIERNORNENENEISIZOE A NG NEMETeNIZNG Nmrn GICUI EWAWIHRNESSECONG
Circuit's rulinie) in YouTuoe)

4 Ninir) Sirouit fiztd orlgirrailly szid there fagdad o vsnowlades of sgaciiic filgs o find rgnt 2ud aility io conirol. Adogiscd

UENSECUNUNS lr'“JI' 20 OACHEOTy sv;IJJ,un of iriowleelejs or fael flzlef cvziranass el sarvics aravicdar musi reve oyl Jd

OIFEWANETIESSIO SHCHIIESEOU r"ld,L Juwf SPECINIC] nr NOF rac T ad i)-an»w-nle nt-JnJ-.ullii\
o)nifo .':"Sbmethlng more’ than the abili locl ove content, witl : Knowle

————= =] (ToTs IR Cracked| Entertalnmentlnc 522 Fed. App’x 41 (2d Cir. 2013)

_ — Capitol Records, LLC V. Vimeo, 'I'C, 2013 WL 5272932 (S.D.N.Y. Sept. 18, 2013)
— = Disney Enterprises, Inc. v. Hotfile Corp., No 11-20427 (S.D. Fla. Sept. 20, 2013)
-~ — Viacom IntlInc. v. YouTube, Inc., _F. Supp. 3d _. 2013 WL 1689071

(S.D.N.Y. Apr. 18, 2013) (grantlng summary Judgment again for YouTube, this
time on remand from the Second Circuit)

= Although YouTube bore the burden of proving entitlement to the DMCA, Viacom bore the burden of
notifying YouTube of any infringing files on its service. Viacom presented evidence of a large
number of allegedly infringing files on YouTube, but neither side could prove or disprove whether
YouTube had knowledge or awareness of these files and failed to act to remove them. The court
held that Viacom bore the burden of showing a failure to act in the face of knowledge or awareness
or “substitute equivalents” such as willful blindness or right and ability. to control.

= Right and ability to control — every service provider is presumed to have the ability to honor
takedown requests. To fall outside the safe harbor “right and ability to control” means exerting
substantial influence on the activities of users without necessarily. acquiring knowledge of specific
Infringing activity.

—  Alleged decision to stop proactive monitoring not enough given the volume of files being uploaded and section 512(m)

—  “lhereisnoievidence that YouTube induced its users to submit infringing videos; provided users with detailed instructions about what
content to'upload' or edited their content, prescreened submissions forguality; steered USErs to infringingvideosioroifierwiselinieracied
with infringing users;to a poeint where it mlght be said to have participatedh nging activity:

u

| TSSS——
Syndication Gf(;h i) Nojo)[3] ony, Panaso&%/wd not take YouTube outside the
1 [rascodediclipsithat rom its website from various mobile'and

—  Compare: syndication to Verizon where YouTube manually removed selected videosifremiitsiservice iandihand/delivered them to Verizon

. Capitol Records, Inc. v. MP3Tunes, Inc., 2013 WL 1987225 (S.D.N.Y. May 14,

2013) (granting reconsideration of the court's prior orders in light of YouTube)
Reversing SJ for defendants in light of the Second Circuit’s YouTube decision (1) on those works that were
not subject to valid takedown notices for consideration of whether the defendant was willfully blind; (2) on the
issue of whether defendants had red flag awareness;

= The court notes the tension between section 512(m), which provides that service providers have no
affirmative obligation to monitor their sites and the Second Circuit’s conclusion that willful blindness
could deprive a service provider of safe harbor protection




DMCA Service Provider Liability Limitations

Does, the. DMCA applyite.commonilaw.copyrigh
clelffs?

— Grlol'ul RECENE S AV ST ESHINNE L F Z.J 2

— 'DINBYA2014) Fredificd AN ECORSIHET: groeundsy

2013 WL 1987225 (S'DIN. Y. May 14, 2013) T— e
. = No DMCA protection for infringing music copied from unauthorized
— \I/Dvebsites where provider had actual knowledge of infringing files stored
aca ~ by users

= DMCA applies to state common law copyright claims for pre-1972
sound recordings

— UMG Recordings, Inc. v. Escape Media Group, Inc., 964 N.Y.S.2d
106 (N.Y.A.D. Apr. 23, 2013)

= Construed section 512 as not applying to common law copyrightsibased on the
language of the preemption provision set forth in 17 U.S.C. 8 301 which excludes
from the Copyright Act’s broad preemption of equivalent state remedies claims
based on pre-1972 sound recordings

= Disagreed with Capitol Records, Inc. v. MP3Tunes, LLC, 821 F.Supp.2d 627
(S.D.N.Y. 2011)

= The Copyright Office, in a December 2011 letter.to, Congress recommending that

rd WiIl come from the NY Court ofiAppeals, Second
Circuit or Congress

— What should service providers do with respect to pre-1972 sound
recordings?
— Interplay between the CDA and DMCA?

Owners of common law copyrights will sue in state court in New York, not in the Ninth Circuit

The NY Court of Appeals or Second Circuit (or Congress) likely will have the last word on the applicability of the
DMCA to common law copyrights

the Copyright Act be extended to cover pre- ound recordings’and the DMEAT
e made = p_p G _ "ier;ew proyisio sition' that MIPSTunes was

| ———

- —
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TCPA Suits

—

e

Y than for emergency purposes or with the “prior express consent of the call
— using an automatic telephone dialing system . ... 47 U.S.C. 8§ 227(b)(1)(A)(iii)
- = ATDS: equipment which has the capacity—(A) to store or produce
telephone numbers to be called, using a random or sequential number
generator; and (B) to dial such numbers.

= Mims v. Arrow Financial Services, LLC, 132 S. Ct. 740 (2012)

W —

= Gager v. Dell Financial Services, LLC, 727 F.3d 365 (3d Cir. 2013)
= Lawyer-driven cases (opt in, opt out and lawsuit all in less than a month)

= |bey v. Taco Bell Corp., Case No. 12-CV-0583-H, 2012 WL 2401972 (S.D.
Cal. June 18, 2012), appeal dismissed, ), Docket No. 12-56482 (9th Cir.
Nov. 28, 2012)

‘: TCPA does not impose liability for a single confirmatory text message -
- — Insufficient f use of an ATDS
- e Matter of Rules and Regulations Implementing the Telephone

Consumer Protection Act, Docket No. 02-278 (FCC Nov. 26, 2012)

=  Up to $500 “per violation” — trebled where the defendant violated the statute
“‘willfully or knowingly”

= Most lawyers settle these cases — | recommend a different strategy
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Privacy. Class Action Litigation

= Common weakness: Standing?. Injurny?

Ir) re Goocllz Privacy Policy Liiel,, 2012 VYL J/
Pirozz v Agole Ine,, 2012 WL §852455 .
=Sl I iPhons Avdlicaiion Liile, Geigs e, |-M_)-O 2500 i W E 240968 (NUR), Call Sigat, 20,
- 201 (ﬂ SMISSINGNCRIACKIGTATLICIEN I ISTanGin| Mfl.rl el u _!rn—mcl 2 ,)J..JJVs LA;-}quJLLuULJ,JJru
= Apple and various application providers alleg . PErSENAlNNTONNANGHWIHOULCONSENT) S

E——————— —,_I(Edwa;dsv _First American. Corp:, 610 F.3d 514 (9th Cir. 2010), cert. dismissed, - =2 586",
2012 —— o
' = ECPA-18 U.S.C. 88 2500, 2700 et seq.
p—— ~— Onlyspretects the contents of communications

= |n re iPhone Application Litig., 844 F. Supp. 2d 1040, 1062 (N.D. Cal. 2012) (dismissing
plaintiff’s claim because geolocation data was not the contents of a communication)

— Also: no interception (Wiretap Act) and for advertisers no access (Stored Communications)
(alleged communication is between widget provider and user’s hard drive); for many websites
and advertisers, consent (including from TOU or Privacy Policy)

— Lazette v. Kulmatycki, F. Supp.2d _, 2013 WL 2455937 (N.D. Ohio 2013) -
— Lowv. LinkedIn Corp., No. 11-cv—01468-LHK, 2012 WL 2873847 (N:D. Cal. July 12, 2012)
— Joffe v. Google, Inc., _F.3d _, 2013 WL 4793247 (9th Cir. 2013)

— Inre Goc;qle Inc. Gmail Litig., Case No. 13—-MD-02430-LHK, 2013 WL 5423918 (N.D. Cal. Sept.
26,2013

= CFAA-18 U.S.C. §1030
— $5,000 minimum injury

- Yunk)erv Pandora Media, Inc., No. 11-CV-03113 JSW, 2013 WL 1282980 (N.D. Cal. Mar. 26, e
2013

8282960/(N.D. Cal. Aug. 10, 2012)

Unfair competition, contract claims: Need injury and damage. Inre Facebook Privacy Litig., 791
F. Supp. 2d 705 (N.D. Cal. 2011)

— Breach of contract — must be more than nominal damages. Rudgayer v. Yahoo! Inc., 2012 WL
5471149 (N.D. Cal. Nov. 9, 2012)

— Common law invasion of privacy: no claim if disclosed in Privacy Policy

= Class certification: Harris v. Comscore, Inc., F.R.D. , 2013 WL 1339262 (N.D. Ill. Apr. 2, 2013)
(certified a class of users who downloaded Comscore software since 2005; SCA, ECPA |, CFAA)

= Targets? App and mobile providers, social networks (UUID), any advertiser




Security. Breach Litigation Against Cempanies

SUlis for ore ;I.c'n of corliraict, riggflicjgrice 2iriel ¢ r)ozr)rL:aJJ/ Irrloligel cariirelet
i sucuon Co. . Paoola's Uniigel Bzinig, 884 F.5¢ IQ/( gt Cir, 20112)
Splelzlts Sl ofgcsetigssiie ot g rumu' ciallyreasonanle

— ”AnderSOH \/, Hannaford’BTUt ers Co., 659 F.3d 1 F Cir. 20 t:l:

e = Allewingrnegligence; breach of contract and breach of implied contract
— claims to go forward

= Implied contract by grocery store to undertake some obligation to
protect customers’ data

= Class certified: In re Hannaford Bros. Co. Customer Data Sec. Breach
Litigation, 2013 WL 1182733 (D. Me. Mar 20, 2013)

= Standing in Putative Class Action Cases

— Lambert v. Hartman, 517 F.3d 433 (6th Cir. 2008) (finding standing where plaintiff's
information was posted on a municipal website and then taken by an identity thief,
causing actual financial loss fairly traceable to d’s conduct)

— Resnick v. AvMed, Inc., 693 F.3d 1317 (11th Cir. 2012) (standing where plaintiffs had
both been identity theft victims) o

— Pisciotta'v. Old National Bancorp., 499 F.3d 629 (7th Cir.. 20017) (finding.stgggj%
- - achiclass aCtion Suit aﬁéﬁw on the threat of future har
A ' ir. 2010) (finding standing in a suit

Atifs unencrypted Information (names, addresses and social security
numbers) was stored on a stolen laptop)

— Rellly v. Ceridian Corp., 664 F.3d 38 (3d Cir. 2011) (finding no standing in a suit by law
firm employees against a payroll processing firm alleging negligence and breach of
contract relating to the risk of identity theft and costs to monitor credit activity), cert.
denied, 132 S. Ct. 2395 (2012)

= Distinguished environmental and toxic tort cases




Subpoenas and Discovery — Cloud, Mobile
anr‘ Soclzl] NgtwWoris

el F:.lr IESISEEHIIY jJ_JI' Igiforsrz lrun Jure,l or Jeninigel

e ———
——

e thlganon (ECPA, 18 U. S.C. § 2700 et seq. ) <

. = ECS/RCS:(Twitter, Facebook, mobile and cloud providers)
— Civil//Government

— Contents vs. non-content data

= Contents: information concerning the substance, purport, or meaning of a
communication
— Emalil, IM and text messages
— Videos (if set to private)
— Social network communications

= Non-content data: A record or other information pertaining to a subscriber or
customer *

— Name, address, social security number, credit card number and a certification that a user accessed 4
a site or'service at a particular time 2 |
— Historical cell tower data, geolocation information "*
— Suzlon ' eseﬂém,- E.Sd 726 (9th Cir. 2011)

erv. Bower, 808 F. Supp. 2d 348, 349-50/(D. Mass. 2011)
(“Faced with this statutory language, courts have repeatedly held
that providers such as Yahoo! and Google may not produce emails
In response to civil discovery subpoenas.”)

— Juror No. One v. Superior Court, 206 Cal. App. 4th 854 (2012)
— The oxymoron of compelled consent in California
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Web Images Groups™®™  News Froogle more »

Google i el

Weh Fesults 1- 10 of about 1,210,000 for geico [definition]. (0,19 secands)

MNewis results for geico - view today's top stories Sponsared Links
é--{{li\ Mot so great news: Geico gets its share of complaints - Mewsday - 17 hours ago

Cormpare Car Insurance
=ave hundreds by comparing fast and

GEICO Car Insurance. Get an auto insurance guote and save today. ... free quotes from premier companies.
GEICO auto insurance, online car insurance quote, motorcyele insurance quote, online GreatCarlnsuranceRates. com
insurance sales and sewice from & leading insurance company. ..
wattd geico. comd - 20k - Jan 3, 2005 - Cached - Similar pages

Car Insurance Cluotes

Compare rates and get quates from
top car insurance providers, Aff
wanewy. T, arg

GEICO Careers - Find Employment At One Of The Fastest Growing ...

Learn about the benefits and opportunities of a career with GEICO. Apply for a job or submit a
resume. ... GEICO. Great Jobs: Come Grow With Us! ...

wiw. eico. comi/carears! - 10k - Cached - Similar pages

[ More results from wiw. geico. com |

Fast Car Insurance Cluote
218t covers you immediately.
(5et fast online quote now! aff
waaney, 215t com

Gecko, Geico, allis fair in web search triggers Califarnia

... Gecko, Geico, all is fair in web search triggers. ... Overture decided to settle with Geico,

while Google put their faith in the court system. ... Affardable Insurance

arstechnica. com/news. ars/post20041216-4471 htrl - 12k - Cached - Similar pages Get your own Free Quote in Seconds
At a Price That Can't Be Beat (aff)

Slashdot | GEICO ws Google Ads: Google VWins i netgoute. com

GEICO vz Google Ads: Google Wins - aricle related to Google, Censorship, and The Courts,
. GEICO vs Google Ads: Google YWins. ... that Geico Lost. ...

yro.slashdot. argfarticle. pl?sid=047 1215200246 E4id=123811d=217 &tid=153 - 101k -

Cached - Similar pages

Google Wins Geico Lawsuit
e Google Wins Geico Lawsuit. dnathan Mew User view user profile ... 2004 {utc 0). But if
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= 1-800-Contacts, Inc. v. Lens.com, Inc., 722 F.3d 1229 (10th Cir. 2013)
.= Summary judgment for the defendant affirmed on direct and vicarious liability

= Failure of proof - initial interest confusion occurred at most 1.5% of the time

= Lens.com advertisement was generated by one of nine challenged keywords and therefore could not be
said to likely lure consumers in search of the plaintiff’'s product to those of the defendant

— Reversed on the issue of whether Lens.com could be held contributorily liable for an
advertisement placed by a Lens.com affiliate without authorization, which included -
plaintiff's 1-800-Contacts mark in the body of the advertisement

= Rosetta Stone Ltd. v. Google, Inc., 676 F.3d 144 (4th Cir. 2012)
— Claims not barred by the functionality doctrine

‘ﬁjge weighed facts, which is inappropriate when‘c,onsjdeﬂh‘

= Network Automation, Inc. v. Advanced Systems Concepts, Inc., 638
F.3d 1137 (9th Cir. 2011)
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M\ Watch Live TV Online | Ac %

&« C' & https://aereo.com

Access your local over-the-air Record your favorite shows to a Use Aereo on yo
channels - all the major broadcast remote DVR. COr discover new computer, tablet
networks and over 20 other favorites with powerful search tools There's no new
channels - in HD quality. and social recommendations. All install. No downlt

your recordings are saved "in the no clutter.,

cloud" and can be viewed from any

supported device.

o —

N

Using Aereo Press Room Hello, Boston! Support Center Terms of Use F
How it Works Careers Aereo in Boston @AereoSupport Privacy Policy R
Available Channels Contact People have enjoyed ther... Email Support Credits S
Supported Devices B Rss Feed

M Facebook.com/Aereo Find out about Aereo news, events, and pr

W We've sent our Boston pre-register invites. We hope you're enjoying Aereo. If
you pre-registered and didn't get an invite, let us know!

T a



/" I\ Channels | Aereo x \

&« C' @ https://aereo.com/channels

.

Using'Aereo  How it Works

e

=y,

Avaﬂable Channels

Available Channels

The following channels are accessible with an Aereo remote antenna in
~—-
Major Networks

CBS NBC FOX

B Syndicated Programs & Movies

7
‘i’?‘ ION MyNetworkTV This TV
'\ ; -
Lifestyle & Local Interest
The Live Well

ION Life NYC Life

Network

ABC

Antenna TV

NYC Gov

Supported Devices

Aereo is available in metro

Our Blog

New York, NY v

The CW PBS

Bounce TV Cozi TV



Retransmission of Television Broadcasts

< WWNETWAereonlngs iy 8d\676)(2d|Cin2018)

—  Businzss ouilt arournd Carigor iwork LP, LLLP v, ©SC Floldincs, Ine. ., 999 F.9d 121 (2el Cir. 2008): Agrso

irarsiis o SUYseringrs orgzidezst islavision ovar ing Insmst, Wilch suoscriosrs ey Waich o ingir
COMPULEIS OIATIBLIIENUEVICES]

= AELEENZ O/ [ICENSE 10 [ECOEPIF NS I‘_)_fJJC":,b,I‘I“”‘- I S
i - S and create individuall DVR recordings of over the air broadcasts ining | :‘J/' evinterneton e

OWIUSErSHOAVAtCH

P ————— .. computers.and mobile devices - - SR e
» |ndividuallantenna assigned to each user

= Individual antennaiis used to create an individual copy (even when two people are watching the
m— v Same program, two separate copies are made)

= A user can only see his or her own individual copy and no other person can view that copy.

— Affirmed the lower court’s ruling — no violation of the public perfermance right (reproduction not challenged):
Aereo’s retransmissions of unique copies of broadcast television programs created at its users’ requests
and retransmitted while the programs are still airing on broadcast television are not ‘public performances’
under Cablevision

— Dissent by Judge Chin: Technology platform is a sham, “a Rube Goldberg-like contrivance, over-engineered
in an attempt to avoid the reach of the Copyright Act and to take advantage of a perceived loophole in the
law.”

Cablevision involved a cable company that had paid statutory licensing and'retransmission fees

= FOX Television Stations, Inc. v. BarryDriller. Content Systems, PLC,
F. Supp. 2d __, 2012 WL 6784498 (C.D. Cal. Dec. 27, 2012)

— Rejected lower court’s analysis in Aereo, concluding that the networks were likely to prevail on their claims
of copyright infringement

— Follows a Northern District of California case in concluding that defendant’s Aereo-like service was engaged

in public performances B
:- Framed by,Cartoon Network L P, || LPAVAGSE Holdings, Inc., 586/
F.3d )-but-thamaSE(Wpulatlon) only addressed

’E ment, not secondary liability
— Ninth Circuit might have a different view of public performance

= Barry Diller v. Barry Driller, Inc., No.CV 12-7200 ABC, 2012 WL
4044732 (C.D. Cal. Sept. 10, 2012) (enjoining Barry Driller Inc. and
Aerokiller from using any name or term confusingly similar to the
name or likeness of Barry Diller)
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